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Visitour documentation page for more information, configuration guides, and books. Known issues are documented here.
This server is vulnerable to the POODLE TLS atiack. Patching required. Grade set 1o F. MORE INFO =
This server uses RC4 with modern protocols. Grade capped 1o C.

The server does not support Forward Secrecy with the reference browsers. MORE INFO =
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Visitour documentation page for more information, configuration guides, and books. Known issues are documented here.
This server accepts RC4 cipher, but only with older protocols. Grade capped to B. MORE INFO =
The server does not support Forward Secrecy with the reference browsers. MORE INFO »

This site works only in browsers with SNI support.
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Visitour documentation page for more information, configuration guides, and books. Known issues are documented here.

This server accepts RC4 cipher, but only with older protocols. Grade capped to B. MORE INFO =

The server does not support Forward Secrecy with the reference browsers. MORE INFO »

This site works only in browsers with SNI support.
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| Visitour documentation page for more information, configuration guides, and books. Known issues are documented here. |
| Intermediate ceriificate has an insecure signature. Upgrade to SHA2 as soon as possible to avoid browser warnings. MORE INFO = |
Certificate #1: RSA 2048 bits (SHA256withRSA)
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| Visitour documentation page for more information, configuration guides, and books. Known issues are documented here. |
| This site works only in browsers with SNI support. |
Certificate #1: RSA 2048 bits (SHA256withRSA)
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==> Analisis Visual del Problema - movistar.es

Cipher Suites

#TLS 1.2 [suites in server-preferred order) =
TLS_RSA_WITH_RC4_128 SHA (0x5) INSECURE 128
TLS_RSA_WITH_AES_128_CBC_SHA (8x2f) 128
TLS_RSA_WITH_AES_256_CBC_SHA (0%35) 256
TLS_RSA_WITH_3DES_EDE_C SHA WEAK 112
TLS_RSA_WITH_AES_128_CBC_SHA256 (0x3c) 128
TLS_RSA_WITH_AES_256_CBC_SHA256 (0x3d) 256

#TLS 1.0 [suites in server-preferred order)

Handshake Simulaf

Android 2.37 1o sHI? RSA 2048 (SHAZ56) TLS10 TLS_RSA_WITH_FC4_128_SHA Mo FS RC4
Android 4.0.4 RSA 2048 (SHA256) TLS 10 TLS_RSA_WITH_FC4_128_SHA Mo FS RC4
Android 4.1.1 RSA 2048 (SHA256) TLS 1.0 TLS_RSA_WITH_RC4_128_SHA Mo FS RC4
Android 4.2.2 RSA 2048 (SHA256) TLS 10 TLS_RSA_WITH_RC4_128_SHA Mo FS RC4
Android 4.3 RSA 2048 (SHA256) TLS 1.0 TLS_RSA_WITH_RC4_128_SHA Mo FS RC4
Android 4.4.2 RSA 2048 (SHAZ56) TLS1.2 TLS_RSA_WITH_RC4_128_SHA No FS RC4
Android 5.0.0 RSA 2048 (SHA256) TLS12 TLS_RSA_WITH_RC4_128_SHA Mo FS RC4
Android 6.0 RSA 2048 (SHAZ56) TLS 1.2 TLS_RSA_WITH_AES_128 _CBC_SHA No FS
Android 7.0 RSA 2048 (SHAZSE) TLS12 TLS_RSA_WITH_AES_128_CBC_SHA No FS
Baidu Jan 2015 RSA 2048 (SHAZ256) TLS 1.0 TLS_RSA_WITH_RC4_128_SHA Mo FS RC4
BingPreview Jan 2015 RSA 2048 (SHAZ56) TLS1.2 TLS_RSA_WITH_RC4_128_SHA Ho FS Rcd
Chrome 48 / XP SP3 RSA 2048 (SHAZ256) TLS1.2 TLS_RSA_WITH_AES_128_CBC_SHA Na FS
Chrome 51/ Win7 r RSA 2048 (SHAZ56) TLS1.2 TLS_RSA_WITH_AES_128_CBC_SHA No FS
Firefox 31 3.0 ESE/Win 7 RSA 2048 (SHA256) TLS 1.2 TLS_RSA_WITH_RC4_128_SHA No FS RC4
CUEIws 431 A ST KA 2UdE | SHAZID) ILaLe ILa_FH_WIIN_ACS_L£0_LOL_SMA 10 k3
Firefox 49/ Win 7 r RSA 2048 (SHAZ256) TLS 1.2 TLS_RSA_WITH_AES_128_CBC_SHA No FS
Googlebot Feb 2015 RSA 2048 (SHA256) TLS12 TLS_RSA_WITH_RC4_128_SHA Mo FS RC4
IE6/IXP noFs! nosui2 Senver sent fatal alert: handshake_failure

IE 7 {Vista RSA 2048 (SHAZ56) TLS 1.0 TLS_RSA_WITH_RC4_128_SHA No FS RC4
IEBIXP mors! nosm2 RSA 2048 (SHA256) TLS 10 TLS_RSA_WITH_RC4_128_SHA Rrca
IE8-10/Win7 r RSA 2048 (SHAZ256) TLS 1.0 TLS_RSA_WITH_RC4_128_SHA Mo FS RC4
IE1L/Win7 R RSA 2048 {SHA256) TLS 1.2 TLS_RSA_WITH_RC4_128_SHA Mo FS RCa
I[E11/WinB81 r RSA 2048 (SHAZ256) TLS1.2 TLS_RSA_WITH_AES_128 CBC_SHA NaFS
IE 10/ Win Phone 8.0 RSA 2048 (SHAZ56) TLS 1.0 TLS_RSA_WITH_RC4_128_SHA Mo FS RC4
IE11/Win Phone 8.1 R RSA 2048 (SHA256) TLS 1.2 TLS_RSA_WITH_AES_128_CBC_SHA NaFS
IE11/Win Phone 8.1 Update R RrsA 2048 (SHAZ56) TLs12 TLS_RSA_WITH_AES_128_CBC_SHA NoFS
[E11/Winl0 R RSA 2048 (SHAZ56) TLS1.2 TLS_RSA_WITH_AES_128_CBC_SHA No FS
Edge 13/ Win 10 r RSA 2048 (SHAZ256) TLS 1.2 TLS_RSA_WITH_AES_128_CBC_SHA No FS
Edge 13/ WinPhone 10 R RSA 2048 (SHA256) TLS12 TLS_RSA_WITH_AES_128_CBC_SHA NoFS
Java 6ud5 1o suiZ RSA 2048 (SHAZSE) TLS L0 TLS_RSA_WITH_RC4_128_SHA Wo FS RCA
Java Tu2s RSA 2048 (SHAZ56) TLS 1.0 TLS_RSA_WITH_RC4_128_SHA No FS RC4
Java 8u3l RSA 2048 (SHA256) TLS12 TLS_RSA_WITH_RC4_128_SHA Mo FS RC4
OpenSSL 0.9.8y RSA 2048 (SHAZ256) TLS 1.0 TLS_RSA_WITH_RC4_128_SHA Mo FS RC4
OpenSSL 1011 R RSA 2048 (SHAZ56) TLS 1.2 TLS_RSA_WITH_RC4_128_SHA Mo FS RC4
OpenSSL1.0.2e R RSA 2048 (SHAZ256) TLS1.2 TLS_RSA_WITH_RC4_128_SHA Mo FS RC4
Safari51.9/05X106.8 RSA 2048 (SHAZ56) TLS 1.0 TLS_RSA_WITH_RC4_128_SHA Mo FS RC4
Safari 6/i0S 6.0.1 RSA 2048 (SHA256) TLS 1.2 TLS_RSA_WITH_RC4_128_SHA Mo FS RC4
Safari 6.0.4/0SX10.84 R RSA 2048 (SHAZ56) TLS10 TLS_RSA_WITH_FC4_128_SHA Mo FS RC4
Safar7/10S71 R RSA 2048 (SHAZS6) TLS12 TLS_RSA_WITH_RC4_128_SHA Ho FS RC4
Safari 7/0S X108 r RSA 2048 (SHAZ256) TLS12 TLS_RSA_WITH_RC4_128 SHA Mo FS RC4
Safari 8/i0S B4 R RSA 2048 (SHA256) TLS12 TLS_RSA_WITH_RC4_128_SHA Mo FS RC4
Safari8/05X10.10 R RSA 2048 (SHAZS6) TLS 12 TLS_RSA_WITH_RC4_128_SHA Wo FS RCA

etc, etg, ...



